
















15صفحۀ   1379زمستان /5شمارۀ   ایمنخبرنامۀ تخصصی

 
 

 1380آغاز سال 
 با

 

 
 

u با شماره گذاری جدید1380 در سال ایمنوس ارایۀ نسخۀ جدید نرم افزار ضدویر . 

u قابلیت شناسایی و پاکسازی ویروس های جدید از جمله: 
 

BlackLove.5686 
Pride 2000 
Arvin-1379 
W32/Hybris 
W32/Navidad 
W32/Emanuel 
Compusarcoma.Cobra 
VBS/AnnaKournikova 
Desert.778 

 

 ! باشید80 ایمنمنتظر 
Year 80 with IMEN 80 ! 
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WordBasic 
Most macro viruses run under Word for Windows. Since this is a 

very popular word processor, it provides an effective means for viruses to 
spread. Most macro viruses are written using the macro language 
WordBasic. WordBasic is based on the good old BASIC programming 
language. However, it has many (hundreds of) extensions (for example, to 
deal with documents: edit, replace string, obtain the name of the current 
document, open new window, move cursor, etc.). 
 

The life-cycle of a macro virus 
The life-cycle of the great majority of Word for Windows macro 

viruses is as follows. The macro virus in a document being loaded gets 
control; typically via so-called auto macros, macros which are executed 
automatically at a specific time (such macros are AutoOpen, AutoClose, 
AutoExec and AutoExit). The corresponding macro copies all viral macros 
to the global template (on a PC, this is called NORMAL.DOT). The global 
template, which is used automatically when Word for Windows loads, 
contains user settings (for example, fonts used), shortcuts (key re-
definitions) and can contain macros. If NORMAL.DOT contains an 
AutoExec macro, it will be executed when Word for Windows is started. If 
NORMAL.DOT contains AutoClose it will be executed every time any 
document is closed. 

However, macro viruses do not necessarily have to infect the global 
template. Some infect files directly. They search for a 'victim' on a disk and 
infect it. WM/Snickers and WM/Ordo, for example, use the so-called MRU 
list (the Most Recently Used list is located at the bottom of the 'File' menu 
and usually consists of four items) to get the names of files to infect. Others 
drop their own template into the Word for Windows template directory (the 
WM/Eraser family, for example) and avoid changing the global template. 
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Platforms 
Most macro viruses are written for Microsoft's Word for Windows 

and Excel for Windows. However there are also macro viruses for Lotus 
AmiPro (APM/Greenstripe); and we have seen multipartite viruses which 
infect DOS executables as well as Word for Windows documents 
(Anarchy.6093, for example). 

The great difference between normal DOS viruses and macro viruses 
is that they spread environment which is more susceptible to change than 
DOS. There are many different versions of Word for Windows. These are 
upwardly compatible; so that a macro virus written for version 2.0 will run 
on version 6.0. However, the converse is not true. Office 97/Word for 
Windows 8.0 macro viruses will not work under version 6.0. 

Macro viruses will work on any machine which runs Word for 
Windows or Excel for Windows - IBM PC, Macintosh and DEC Alpha 
computers. Moreover, these applications will run under different operating 
systems - Windows 3.x, Windows 95, Windows NT, MacOS and 
SoftWindows. There are certain differences in the implementation of the 
macro languages (like WordBasic or Visual Basic for Applications) on 
different machines (MacOS support, for example, is slightly different). 
Nevertheless, many macro viruses can spread successfully on very different 
types of computers. They are application-specific . . . all they need is Word 
for Windows or Excel for Windows. 
 

OLE2 
Data files (documents, spreadsheets, presentations, etc.) produced 

using Microsoft applications (all versions of Word from version 6.0, all 
versions of Excel and PowerPoint) are stored in so-called OLE2 files. OLE 
(which stands for 'Object Linking and Embedding' is just a standard that is 
able to store many different streams within one file. This means that an 
OLE2 file can store many unrelated items (known as streams) within it. For 
example, one such stream holds text, another one an embedded picture and 
yet another one macros. 
The OLE2 technology is being licensed to other software producers, so 
many vendors are supporting this format. An OLE2 file is, in fact, a file 
system within a file. OLE2 files have a special signature at the beginning, a 
FAT (File Allocation Table) and a directory . . . just like a standard DOS 
disk. Access to OLE2 files is provided by OLE2.DLL, via function calls 
from applications. This DLL file supports all necessary functionality to 
work with OLE2 files (like add/delete/modify stream, read/write an OLE2 
file, etc.). 


