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Macros can be encrypted. Encrypted macros are simply stored in 

scrambled form (note that encryption of macros does not affect the text in a 
document, which is still easily readable). So there are encrypted and 
unencrypted macro viruses. When an encrypted macro is shown in Tools | 
Macro, the option to edit is not available. The encryption is easy to 
overcome - the key to decrypt the macros is in the file, so it is not a 
problem to scan encrypted macros for viruses. 
 

Password protection 
Word for Windows 6.0 - 7.0 documents can be password protected. 

This means that the whole file is scrambled; and access to the text and 
macros is not possible without deciphering the file. To access the macros, 
and scan them for viruses, the password is needed. However, the protection 
is weak and there are many shareware and freeware Word for Windows 
password- crackers around. 
 

Under Office'97, macros are not password protected; so scanning for 
viruses is possible even when the text is protected with a password. 
However, disinfection might be difficult, as the area protected with the 
password may contain references to the body of a virus macro. 
 

Office 97 is able to create 'read-only' macros. Such macros have 
special flag set and can not be edited using the Visual Basic editor. 
However, macros are not actually encrypted in any way and the body of the 
macro is easily accessible by any tools other than the built-in macro editor. 
 

Corruptions 
Word for Windows 6.0 contains buggy routines which are 

responsible for the copying of macros. As discovered by the author, any 
I/O error during the macro copying produces unpredictable results in the 
destination macro. For example, if the macro virus is in a document on a 
floppy disk, and the disk is removed when the macro copying is being 
done, parts of the written copy will be corrupted without any warnings. 
 

In fact, there are about 70 different variants of WM/Npad virus; and 
all of them (except the original virus) are the result of the natural corruption 
described above. This natural corruption is a main source of macro viruses 
at the moment, because many macro viruses are able to replicate even if 
they are seriously corrupted (the WordBasic statement 'On Error Goto 
Next' helps a lot). 
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Interception of menu items 

It is easy to modify the functionality of Word for Windows by 
associating any menu item with a macro. For example, many viruses have a 
macro called FileSaveAs. If this menu item is activated by a user, it is the 
macro which gets control; and it pretends to be a real menu option while it 
additionally copies virus macros to the destination file. Macro viruses can 
also modify, or remove, menu items (for example, many remove the Tools | 
Macro item, to make it impossible for the user to check for the presence of 
virus macros) using Tools | Customize functionality. 
 

Key shortcuts 
Macro virus can attach a macro to a particular keyboard key. 

WM/Gangsterz and WM/DLK1.a, for example, link their virus macros to 
frequently-used keys (like space, 'e', 'a') and activate when this key is 
pressed. This is one of the ways macro virus can avoid using auto macros 
to get the control. 
 

Polymorphic macro viruses 
There are many polymorphic macro viruses now (WM/FutureN, 

WM/Outlaw, WM/Slow, WM/Minimorph, etc.). They use Word for 
Windows' editing capabilities to modify their own macros (replace 
function, for example) before copying them. This makes the body of the 
virus variable. Such viruses are more obvious because in Word for 
Windows 6.0 the editing window can not be hidden completely; and such 
viruses are slower than normal ones. 
 

The other approach to hide parts of the virus is to use document 
variables which are stored in a file (for example, a WordBasic program can 
assign a string variable 'A$' and then save it in a file along with macros). 
Such variables can contain bits and pieces of virus code/data which are 
used by virus macros. 
 

Stealth and encryption 
Stealth, in macro viruses, means implementing measures to prevent 

easy viewing of the virus. Some macro viruses remove Tools | Macro and 
File | Templates | Organizer items (see above). Others present the user with 
artificial empty dialog-boxes instead of real ones (which list all the virus 
macro names) to conceal the presence of alien [virus] macros. 
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  همراه باشدایمنکامپیوتر شما در آرامش خواهد بود اگر با 
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