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means that anti-virus products have more problems detecting and
removing these viruses.

Visual Basic macros are represented by two different entities -
by a compiled macro body and compressed macro text (both are
usually present in OLE2 files containing macros). When the macro
text 1s modified, the macro body is re-compiled from it. Usually both
instances of a macro contain the same information (but one is used by
the Visual Basic editor, another by the Visual Basic interpreter). If
there is corruption, however, this may not be true. For example, even
if the macro text is missing, the compiled macro body could still be
executed. Scanners should (and most of them do) rely on the compiled
body, as this is the real executable macro code. Poor scanners use the
macro text to detect viruses. This is easier, but it is less reliable (it is
prone to miss the viable viruses if corruption to the macro text
occurs).

Under Office 97, all major applications use the same macro
language. This means that cross-application viruses are possible.
Moreover, PowerPoint 97 (these files have the extension PPT) can
now contain macros (this was not the case in previous versions of
PowerPoint).

The Office 97 version of Excel for Windows is able to save
spreadsheets in the old VBA3 format. This means that macro viruses
in VBAS format can be 'down-converted' back to VBA3 format. It is
even possible to have both VBA3 and VBAS incarnations of the
macros in a single spreadsheet file. Such a file is readable by both old
and new versions of Excel and contains two viruses. 'Down-converted'
viruses can be 'up-converted' again; and this process (VBA5->VBA3-
>VBAYS) does not necessarily result in exactly the same virus body - it
is known that the formatting (spaces, tabulation, etc.) of the virus may
change. That is why, if VBAS viruses are to be identified properly,
these variable parts of the macro code should be ignored.
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In Office 97, all applications use the same macro language -
VBAS5 (Visual Basic for Applications, version 5). Word for Windows
8.0 (the version included in Office 97 ) has the ability to convert (re-
compile) old macros into this new language. Many viruses can be re-
compiled in this way, resulting in completely different viruses.
However, sometimes these viruses are not viable, as the converter's
success rate has been estimated by Microsoft at about 90%. Moreover,
Microsoft included within the converter some sort of detection of the
most common macro viruses, to prevent their re-compilation (so that,
for example, some of the most common macro viruses like
WM/Concept.a, WM/Wazzu.a and WM/Npad.a are not converted).
Unfortunately, this feature was not included in the beta release of
Office 97; and several macro viruses were 'up-converted' to the new
format.

Another feature of Word for Windows 8.0 is that it produces a
warning if the user tries to load a document which contains macros. It
displays a dialog-box which says, 'The document you are opening
contains macros or customizations. Some macros may contain viruses
that could harm your computer. '. It then offers three options:

1. Disable Macros [default]
2. Enable Macros
3. Do Not Open

This warning can be turned off, so that it will never appear
again.

VBAS5 i1s a much more complex language than WordBasic
(in fact, it includes WordBasic as a subset of its commands)
and its data is stored within a file in much more complex
way (as many multi-level streams, containing lots of
cross-references). This means that more complex macro viruses
can be written (all existent Office 97 viruses are still similar
to their WordBasic predecessors; even those which are not
simply 'up-converted' from their WordBasic counterparts). This also
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'mated' viruses do exist and they replicate without problem, using
macros taken from other macro viruses.

Macro viruses can also take macros from a set of legitimate
macros in NORMAL.DOT. For example, many known macro viruses
are the result of 'mating' between the ScanProt macro (an anti-
WM/Concept macro released by Microsoft) and a macro virus.

Devolving

Some viruses are badly-written and 'lose' their own macros. For
example, the original virus may consist of the set: {AutoOpen,
FileSave, FileSaveAs}. If it replicates via AutoOpen, the complete
macro set will be preserved. However, if the user invokes File |
SaveAs, the virus will fail to copy the FileSave macro. The resulting
virus (set: {AutoOpen, FileSaveAs}) is known as a devolved macro
and original virus is devolving. Devolving macro viruses may be
multi-level (that is, they lose different macros), resulting in many
different variants. WM/Rapi is the best-known example of this.

VBA3 and VBAS

Excel for Windows 3.1 (Excel for Windows 5.0) includes the
macro language VBA3 (Visual Basic for Applications, version 3).
VBA3 was used as a prototype for VBAS - the macro language used
in Microsoft's Office 97 applications.

Visual Basic, up-converting and down-converting

In January 1997, Microsoft unveiled Office 97. This is a result
of a complete re-write of the 'old' Microsoft Office suite (by " 'old'
Microsoft Office" I mean Office 95, which includes Word for
Windows 7.0 or 7.0a).
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The template bit in DOC/DOT files

Word for Windows OLE2 files (documents) contain a special bit
which indicates whether or not the current document contains
anything but text. In DOC files, this bit is reset (zero) and in templates
(DOT files) the bit is set (one). However the template bit itself is not
linked to the file extension (and on the Macintosh there are no fixed
extensions for files). So the following are all possible:

1. a DOC file containing no macros, in which the template bit is set
(this does not normally happen, but it is possible if all macros have
been removed from the DOC file)

2. a DOC file containing macros (virus macros, for example), in
which the template bit is set (this occurs normally if the file is
infected)

3. a DOC file containing macros (virus macros, for example), in
which the template bit is reset (this means that the virus is inactive, or
'dormant' - the virus will not infect unless somebody 'flips' the
template bit)

The first situation often causes confusion for users. Even when
a file is clean, Word for Windows insists on saving it as a template
(File | SaveAs offers only 'Document Template' as the available file
type). Furthermore, there is no functionality built in to Word for
Windows to clear the template bit. The easiest way to overcome this
problem i1s to select the whole text (Ctrl-5), paste it to the clipboard
(Ctrl-C), close the file (Ctrl-W), create a new file (File | New) and
paste the text into the new file (Ctrl+V). File | SaveAs will then work
normally.

Mating

When different macro viruses meet on one system,
they may ‘'mate'. WordBasic copies macros by name;
and 1if the virus macro has been substituted by another
virus, the new macro will be copied instead of the original. Such
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